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1 Introduction

This report describes the Soviet (now Russian) encryption algorithm. The details of the
algorithm were published in 1990 as the Soviet Standard (GOST 28147-89) [1]. The algorithm
provides a level of security of information that is flexible and which can be used to protect
information in computer systems and computer networks. The algorithm can be implemented
in both hardware and software.

2 The description of the algorithm

The algorithm (also called cryptosystem) is summarized in Figure 1.
The algorithm is designed using the following components:

1. The key store unit (KSU) is capable of storing a 256-bit string using eight 32-bit registers
(Ko, K1,...,K7).

2. Four 32-bit registers (Rq,..., Ry4).
3. Two 32-bit registers (Rj5, Rg) which contain two constants Cy, Cy.

4. Two 32-bit adders modulo 23% (CM;,CM3) (for two 32-bit words z,y, the adder pro-
duces z +y (mod 2%?)).

5. The bitwise Exclusive-Or adder (C' M) for two 32-bit words.
6. The 32-bit adder modulo (232 — 1) (the adder C'My)
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Figure 1: General scheme of the algorithm

7. The bitwise Exclusive-Or adder (C'M5). There is are restrictions on the number of bits

for the adder (C'Ms5).
8. The substitution block (S).
9. The cyclic shift register (R) which shifts the contents 11 bits towards the highest bit.

The substitution block S consists of eight S-boxes 571, .., 5% each of size 64 bits. The 32-bit
input to S is divided into eight 4-bit vectors. Each 4-bit vector is transformed to another
4-bit vector by the corresponding S-box. Each S-box 5; (¢ = 1,...,8) is a permutation stored
in the form of a table with 16 rows. Each row is addressable by the input vector. The output
of an S-box is the value stored at the row addressed by the input. All 4-bit outputs from the
S-boxes are concatenated into one 32-bit string.

Note that the high-order bits are the left bits for addition and shifting.

The algorithm applies a 256-bit key K = (k1,...,k2s6) where k; € {0,1} fore=1,...,256.
The key is stored in the KSU where

(kgg,...,kl) = I(O
(k64,...,k33) = ](1

(kases .. ka25) = K7

so kq is the first bit of Kg, ko is the second bit of Ky, and so on.

When the contents of one register @ = (aq,...,a,) is copied to another register § =
(b1,...,by), then b; = a; for (i =1,...,n).

The values of constants C; and Cy are: Cy = 2244216498492 and Cy = 2244216428 4 1,
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Figure 2: Information flow for a single iteration of the encryption/decryption

Both the key K which is stored in the KSU and the tables of S5 (the S-boxes)
are secret elements of the algorithm.

When the algorithm is applied in computer networks, the substitution block 5 is shared
and is used for a long time.

The cryptosystem can work in the following four modes:

1. Simple Substitution mode (SS mode),
2. Stream mode (I-mode),
3. Stream mode with feedback,

4. Authentication mode.

3 Simple substitution mode

3.1 Plaintext encryption in SS mode

The cryptosystem for the Simple Substitution mode is shown in Figure 2. The plaintext is
divided into 64-bit long blocks 7. Each block

TO = (al(O), ...,a32(0),b1(0), ,ng(O))

is copied to the registers Ry and R; in the following way. The bit a1(0) corresponds to the
1-st bit of Ry, the bit az(0) corresponds to the 2-nd bit of Ry, and so on. The bit as2(0)
corresponds to the 32-nd bit of RB;. The word (b1(0),...,b32(0)) is copied in the same way to
the register Ry. Thus

Rl = (a32(0),...,a1(0)) and R2 = (bgg(O),,bl(O))



The 256-bit key K is stored in the KSU and

Ko = (k3g,.... k1)
](1 = (k’64, ... ,k33)

K7 = (kas6,...,k225)

Encryption using the algorithm consists of 32 iterations. In the first iteration, the initial
value of register R; is added to the partial key K modulo 232. This is done by the adder C M.
The value of Ry is not changed. The result of modulo addition is sent to the S-boxes (the
block 5). The output from the S-boxes is put into the shift register R where the contents
is rotated 11 bits left (towards high-order bits). The contents of R is now added bitwise
Exclusive-Or to the contents of Ry by the adder C'M;. The output from C'M; is stored in R,
and the old value of R; is stored in R5. This concludes the first iteration.

The other iterations are similar to the first one. In the second iteration, we use the partial
key K7 from the KSU. The iterations 3,4,5,6,7,8 apply partial keys Ky, K3, K4, K5, K¢, Ks,
respectively. Iterations from 9 to 16 and from 17 to 24 use the same partial keys. The
iterations from 25 to 32 apply the reverse order of partial keys so the 25-th iteration uses the
key K7, the 26-th iteration - the key Kg and so on. The last iteration uses the key Kg. So
the order of partial keys in the 32 iterations is as follows:

Ko,....,K7,Ko,...,Kr,Ko,..., Kz, K, ..., Ko

After 32 iterations the output from the adder C'M; is in Ry and R; keeps its previous
value. The contents of the registers Ry and Ry are the 64-bit ciphertext (cryptogram) for the
64-bit plaintext.

The equations of the simple substitution mode are the following;:

a(j) = ((aj = )[+]K(-1) (moas)SRSb(j —1)
b(j) = a(j—-1)

for j=1,...,24 and

a(j) = ((a(j = 1)+ ]Ks-;)SR& b(j — 1)
b(j) = a(j-1)

for j = 25,...,31. Finally, the ciphertext is (for j = 32):

a(32) = a(31)
b(32) = ((a(31)+]Ko)SR @ b(31)

Where a(0) = (as32(0),...,a1(0)) and b(0) = (b32(0),...,b1(0)) are the initial contents of Ry
and R, respectively. Vectors a(j) = (as2(j),...,a1(j)) and b(j) = (b32(4),...,b1(j)) are the
contents of registers Ry and Ro, respectively, after the j-th iteration of encryption. The signs
¢ and stand for the bitwise Exclusive-Or addition and the sum modulo 232, respectively.
R denotes rotation a of 11 bits to the left.

The ciphertext block is T, = (a1(32),...,a32(32),01(32), ..., b32(32)).



3.2 Decryption in the mode of simple substitution

The decryption algorithm is the same as for the encryption (see Figure 2). The 64-bit cryp-

togram is stored in two registers Ry and Ry. The order of the bits is T, = (@1(32), ..., a32(32),51(32), ..., b32(32)).
The decryption applies the 256-bit cryptographic key stored in the KSU in the reverse

order. Thus the order of partial keys for 32 iterations is as follows:

Ko,....,Ke,Kr ..., Ko, K7,..., Ko, K7,..., Ky
The equations for the decryption are:

a(32—37) = ((a(32—j+ D)[+]K(j=1) (mods))SR®b(32—j+1)
b(32-j) = a(32-j+1)

for j=1,...,8 and

a(32-3) = ((a(32-j+ 1)1((32_]-) (mod 8))S R @ b(32—j + 1)
b(32—-j) = a(32-j5+1)

for j =9,...,31. Finally, (a(0),b(0)) is (for j = 32):

0) = a(l)
0) = ((a(1)[+]Ko)SR & b(1)

The registers By and Ry contain the plaintext block

a

(
b

TO = (al(O), ...,a32(0),b1(0), ,B32(0))

The encryption algorithm in the mode of simple substitution of the 64 bits of block Tj is
denoted by E, so E(1y) = E(a(0),b(0)) = (a(32),b(32)) = T.

4 Stream mode (I'-mode)

4.1 Encryption in the stream mode

A cryptosystem which implements encryption in the stream mode is shown in Figure 3. The
plaintext is first divided into 64-bit blocks
1 2 M
S S H
So the plaintext consists of M 64-bit blocks. Next they are encrypted using the adder C'Mj5
by adding them bitwise Exclusive-Or to the 64-bit running-key blocks

If the number of bits in the last plaintext block TéM) is less than 64, then we use the same

number of bits from the last block of FEM) and ignore the rest of the bits.
The cryptographic key (256-bit long) is stored in the KSU. To generate the sequence of
blocks T, the registers By and Ry are initialized to some value IC = (IC4,...,1Cg4). The

sequence IC' is the initial condition of the cryptosystem. Next the simple substitution mode
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Figure 3: The encryption/decryption in the stream mode

is used to encrypt the initial condition IC. So E(IC) = (Yy, Zy). We store the encrypted
values (Yp, Zp) in registers R3 and Rg, respectively (so Rz = Ry, Ry = R3).

Registers Rg, Rs contain the two constants Cy,Cy, respectively. We add modulo 232 — 1
the contents of R4 to the contents of Rg in C'M, and store the result back in R4. We add the
contents of R3 and Rs modulo 232 in the adder C' M5 and the result is kept in R3. Then we
copy the contents of R3, Ry to Ry, Ry. Next Ry and R is encrypted in the simple substitution
mode. The output (which is stored in the registers Ry,R3) is the first block of the running-key
I'.. The block is added bitwise Exclusive-Or to the first plaintext block in the adder C Ms.
The result is the first block of the ciphertext Te(l) = Fgl) D Tél).

To obtain the next 64 bit block of the cipher in the stream mode, the contents of R4 and
Rg (the constant C1) are added modulo 232 _ 1 in the adder C'My4 and the contents of R3 and
Rj5 are added modulo 23% in C'M5. The contents of Rs3, R4 are copied to Ry, Ry, respectively.
The contents of (Ry, R3) are encrypted in the SS mode. The ciphertext is the second block of
the running-key which is added bitwise Exclusive-Or to the second block of the plaintext, i.e.
TS(Q) = ng) & TéQ). The result is the second block of the ciphertext. The process of encryption
continues in the same way for the rest of the blocks.

The initial condition IC' and the sequence of ciphertext blocks

are transmitted via public channels or computer networks.
The equations of the encryption in the stream mode are as follows:

10 = EYia[4]02. Zia[Flon & 13 = 10 0 1)

6
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Figure 4: The encryption/decryption in the stream mode with feedback

where denotes addition modulo 232 -1, (Yi—1, Z;—1) is the contents of the registers Ry, R,
respectively for the i-th block and : = 1,..., M.

4.2 Decryption of data in the stream mode

The decryption algorithm is the same as the encryption. The same 256-bit cryptographic
key (stored in the KSU) is used as for the encryption. The same initial condition /C' must
also be used. To decrypt data, the same running key I'.. has to be generated. If we add the
running-key blocks to the ciphertext blocks, we will get the plaintext blocks back.

The decryption is described by the following equation:

1) = B[ Zia[F o 8 10 =10 6 710

where 1 =1,..., M.

5 The stream mode with feedback

5.1 Encryption

This mode is graphically illustrated in Figure 4. The plaintext is divided into 64-bit blocks
Tél), . ,TéM) and encrypted by adding bitwise Exclusive-Or to the running key I'y = (Fgl), . ,FEM))
obtained as in the stream mode where M is determined by the length of the plaintext. The
256-bit cryptographic key is stored in the KSU and the initial condition IC' is in registers Ry,

R5 as in the stream mode.



The contents of registers R; and Ry are encrypted in the SS mode. The result is the
first block of the running-key ) = E(IC). It is bitwise Exclusive-Or’d to the first 64-bit
block of the plaintext in the adder C'M5. The result is the first encrypted block of data,
T = (tgl), . ,téa). This block becomes the contents of registers Ry and R, for the next
encryption.

The block 7V (stored in Ry and Rj) gets encrypted in the SS mode and the result is the
second block of the running-key. It is added bitwise Exclusive-Or to the second block of the
plaintext and the sum becomes the second block of the ciphertext. The encryption proceeds
in the same way for all the blocks.

If the number of bits of the last block of the plaintext is less than 64, the corresponding
number of bits of the running-key is applied.

The equations for the encryption are:

W = EIc)s T =1 ¢ TV

e

1 = prterd =19 e 1)

fore=2,..., M.
The sequence of encrypted blocks Te(l), . ,TéM) and the initial condition IC' are trans-
mitted via a public channel to the receiver.

5.2 Decryption

The decryption is the inverse operation to the encryption. It applies the same cryptosystem
as for encryption (it generates the same running key). The same 256-bit cryptographic key
that was used for the encryption is stored in the KSU. The initial condition IC' is stored in
registers Ry, R,.

The contents of By and Ry are encrypted in the SS mode and the result is the first block
of the running key ) = E(IC). If we add bitwise Exclusive-Or the first ciphertext block
Te(l) to Fg), we get the first plaintext block Tél).

The block Te(l) becomes the contents of the registers By and Ry for the second cycle. The
contents of By and R; is encrypted in the SS mode and the result is bitwise Exclusive-Or’d
to the second block of the ciphertext. The output of this is the second block of the plaintext.
The decryption process goes on in the same way for the rest of the blocks.

The decryption is described by the following equations:

W = EUCc)aTW =108 T
Téi) _ E(Te(i—l)) o Te(i) _ ng) o Te(i)
fore=2,..., M.

6 Authentication mode

M 64-bit blocks of the plaintext (A > 2) are authenticated by producing an additional block.
The process of producing this additional block is the same for all encryption modes.

The first block of the plaintext Tél) = (tgl), ...,t&)) is stored in the registers R; and R,.
The first bit of the block corresponds to the first bit of Ry and the last bit of the block to the
last bit of R5.



The contents of the registers By and Ry are encrypted using the first 16 iterations of the
S5 mode. The contents of the registers By and Ry are:

(a{V(16), ..., a$)(16),5(16), ..., b33 (16)

The KSU has the same key thta was used in the encryption. After 16 iterations the contents
of registers Ry and R, are added bitwise Exclusive-Or to the second block of the plaintext

TéQ) = (tgr‘)), ...,t:%)) (in the adder CM5). The result is
(@7(16) & 17, ..ol (16) & £, 0(16) & 457, 08)(16) & 157) =
(a§(0), .., a$(0),68(0), ... .13 (0))

and it is stored in Ry and Ry. The contents of (Ry, R3) are encrypted using the first 16 cycles
of the 55 mode. The result of the encryption is added bitwise Exclusive-Or to the third block
of the plaintext.

The last block of the plaintext is extended to 64-bits by padding the missing part with
zero bits. The resultant vector is

(@M (0),...,a$3P0),6M0),...,65" (0))

and is stored in the registers R; and Ry. Next it is encrypted using the first 16 iterations of
the SS mode.

The authentication block A, of the plaintext is a part of the vector (agM)(lﬁ), . ,ag];,”)(m), bgM)(lﬁ), . ,bgy)(
of the length £ bits. Thus

A= (07141(16),07,,,(16), .. a£7(16)
The authentication block Ay is appended to the ciphertext blocks.

On the receiver’s side, the ciphertext is decrypted and the authentication block A, is
regenerated as described above. If the authentication block recreated is different from the
one received then the ciphertext received is considered to be not genuine. The authentication
block is usually produced before encryption on the sender’s side and after decryption of
all ciphertext blocks on the receiver’s side. The first blocks of the plaintext can contain
information like the address, the timestamp and the initial condition S and must not be
encrypted if the header information is to be used by the computer network. The length of the
authentication block ¢ (number of bits in the authentication block) is determined by security
requirements. It is assumed that the probability of the enemy’s success when he or she wants
to produce the correct authentication block for an illegal ciphertext, is equal to 27%,
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